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Top CASB use cases



Defender for Cloud Apps provides comprehensive session security 
and data use policies
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Discover and control apps in your environment

Discover cloud 
apps and services

Assess 
risk levels

Approve apps 
and apply policy

Start here

Should employees use it?

No way!
Tag as 

unsanctioned

Block unsanctioned apps and 
guide usage to approved apps

Of course!
Tag as 

sanctioned

Should it be 

audited by IT? No
Do nothing

Connect app for deep visibility and control

Onboard to AAD to manage identities

Set Conditional Access App Control policy 
for session controls

Yes Set controls
Not sure

Assign for 

further review

?



Endpoint CASB - Shadow IT management with 2 clicks



Demo
Discovering and assessing the risk of Shadow IT
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Secure Access in real-time

171TB



Extend policy enforcement into the session



Real-time in-session App Control



Demo
Enabling real-time access controls 





Information Protection 



Microsoft Information Protection solutions

Discover Classify Protect Monitor 



Lifecycle of protecting sensitive files in the cloud 

1. User uploads a sensitive 

file to a cloud app

2. A classification label is 

automatically applied 

to protect the file

3. User tries to share 

sensitive file with 

external users

4. External user is not able 

to access the file due to 

classification and protection

5. Admin receives 

event alerts



Demo
Information Protection







Protection against cloud threats



Comprehensive Threat Protection for your cloud apps



Demo
Threat Protection 







Cloud Platform Security
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CASB for cloud platforms





Top 10 CASB use cases you should think about
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Licensing

• Defender for Cloud Apps – Standalone SKU

• EMS E5

• M365 E5 Security

• M365 E5 Information Protection & Governance

• M365 E5 Compliance

• M365 E5

Some Features might require additional add-ons
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Thank you

Questions?

https://forms.office.com/r/tbWfiwpD8A

https://forms.office.com/r/tbWfiwpD8A
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